


by: Tucker Ronzetti, Partner, Kozyak TroPin & Throckmorton

Legend has it that when the notoriousthief "Slick" Willie Sutton was asked

why he robs banks, he answered, "Because
that is where the money is." But Slick Willie,
like most thieves who rob at the point of a
gun, spent more of his lifctime in a jail than
out of one. In today's world, stealing is easier
and safer without a gun. The old-fashioned
bank heist has become more rare. A bank is
more likely to be used by a sophisticated
thief as an instrument to steal from others,
through money laundering and financial fraud.

Banks process millions of transactions every
day. The vast majority of thesc are ordinary
and legitimate, but many are not. Every day,
hundreds of millions of dollars of illegal
transactions run through thc banking system,
ranging from a simple forged check to entire
systems of money laundering and financial
fraud committed through wire transfers.

Banks, Be Wary
Federal law has long required banks to
be wary of such illegal conduct. Enacted
in 1970, the Bank Secrecy Act began the
conscription of bank employees into the
war against money laundering and other
forms of financiaJ crimes. That law led to

the adoption of "know your customer"
policies by financial institutions throughout
the country. Such policies promote banks'
understanding of the customer's identity,
the purpose of the customer's accounts,
and the types of transactions the customer
is expected to have, in order to combat the
illegal use of financial services.

Subsequent reguJations have required banks
to report suspicious activity, including any
potentially criminal conduct, to a centralized
federal authority, the Treasury Department's
Financial Crimes Enforcement Network, or
"FinCEN." Most recently, the USA PATRIOT
Act has Jed to additional requirements for
banks to identify and verify the identity of
customers opening new accounts. For further
background on these regulations see FinCEN's
Web site, www.fincen.gov.

AJthough these banking regulations are
in tension with the traditional and JegaJ
requirements of customer confidentiality,

for the most part they have not led to
substantial liability. Beneficent legislation
has heJped. Recognizing potential lawsuits
from reporting requirements, Congress
provided a "safe harbor" provision so that
banks properly reporting suspicious activity
cannot be held liabJeby the customer involved.
See 31 U.S.c. § 53l8(g)(3).

Banks Risk Liability
A bank can, however, risk Jiability under the
common law for failing to report illegal con­
duct, where that failure implicates the bank in
fraudulent activity. And the risks suffered by
banks extend to one degree or another to every
company involved in financiaJ services.

Across the country, fraudulent schemes
abound. See some described at the nonprofit
NationaJ Fraud Information Center's Web

site, www.fraud.org. In many of these
schemes, criminaJs defraud investors with
promises of healthy returns on their money,
when in reality the "investments"are nothing
but a sham.

A fraudulent investment scheme of any
substantial size requires the services of a
financial institution to continue. Banks are

needed to gather the money from the victim
"investors" and provide them with "returns"
which, in reality, are nothing more than a
portion of the investor's own money. Most
important for the criminals, financial insti­
tutions are needed to heJp steal the money
by laundering it through other accounts,
covering their trails and then hiding the
money in overseas bank haven countries

or their own pockets. When, despite knowl­
edge of such fraudulent conduct, banks
provide their assistance to the scheme,
liability results.

Aiding and Abetting
Banks used in fraudulent schemes risk

liability based on common law aiding and
abetting. Under an aiding and abetting
theory, a party who knows of wrongdoing
and yet helps the wrongdoer can be as liable
as the wrongdoer himself. As stated in the
Restatement (Second) of Torts § 876: "For
harm resulting to a third person from the
tortious conduct of another, one is subject
to liability if he ...knows that the other's
conduct constitutes a breach of duty and
gives substantial assistance or encouragement
to the other so to conduct himself."

Courts applying aiding and abetting
principJes in the financial services context
focus on two eJements, "knowledge" and
"substantial assistance." The term "know­

ledge" in aiding and abetting means "general
awareness that one's role was part of an
overall activity that is improper." Woodward
v. Metro Bank of Dallas, 522 F.2d 84, 95
(5th Cir. 1975). "Substantial assistance"
also entails a degree of knowledge, which
varies depending on the relationship of the
parties and the type of transactions at issue.
At one end of the spectrum, where the
pJaintiff and the bank have no speciaJ
relationship and the transactions at issue
were ordinary, the highest level of know­
ledge - scienter or "conscious intent" to
aid the fraud - must be shown. On the

other hand, where the bank has a special
relationship with the plaintiff, the bank may
be liable for inaction in failing to prevent the
fraud, and knowledge may be inferred from
business transactions that are atypical or lack
business justification.

Based on these principles, aiding and
abetting Jiability does not appJy when a
bank serves as nothing more than a passive
mechanism for illegal transactions. The
bank has little risk of liability where it
serves as a mechanical clearinghouse alone,
because the bank cannot have "known" of

the wrongdoing. Where, however, the bank
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